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Abstract: Virtualization of resources is a widely accepted technique to optimize re-
sources in recent technologies. Virtualization allows users to execute their services on
the same physical machine, keeping these services isolated from each other. This pa-
per proposes the analytical models for performability evaluation of virtualized servers
with dynamic resource utilization. The performance and avalability models are con-
sidered separately due to the behaviour of the proposed system. The well-known
Markov Reward Model (MRM) is used for the solution of the analytical model con-
sidered together with an exact spectral expansion and product form solution. The
dynamic resource utilization is employed to enhance the QoS of the proposed model
which is another major issue in the performance characterization of virtulazilation. In
this paper, the performability output parameters, such as mean queue length, mean
response time and blocking probability are computed and presented for the proposed
model. In addition, the performability results obtained from the analytical models
are validated by the simulation (DES) results to show the accuracy and effectiveness
of the proposed work. The results indicate the proposed modelling results show good
agreement with DES and understand the factors are very important to improve the

QoS.

Keywords: Analytical models, markov reward model, performability evaluation,
virtulazilation, dynamic resource utilization.

1 Introduction

With the rapid growth of network applications, the management of resources and bandwidth
in future system is becoming more complicated. Virtualization is one of the techniques that serve
large number of tasks and multimedia applications with high demands by using a single physical
machine [12]. Virtualization allows users to better utilize the resources that networks have
available in a physical machine. The physical machine considered for virtualization purpose has
a lot more resources than a personal computer such as a lot more CPU, RAM and the hard
disk space. Thus, all of those resources can be emulated inside a software and with this software
many virtual machines can be put on a single physical machine [18|.

Virtualization allows service providers to lower their capital expenditures instead of buying
many physical machines. In addition, centralized management with virtualization can be easily
reachable instead of having to reach many individual physical machines providers only to manage
one physical machine. In addition, all the updates or patches that the network to do for each
of those individual machines can be done through from one central location. So, with the
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centralized management service providers have lower operational expenses because it takes less
effort to manage these multiple machines [1|. However, putting multiple machines on one machine
is not anything new. Currently, service providers have servers running these virtual machines
for their subscribers in cloud computing environment and need additional computing resources
for different server. Thus, they begin to add other virtual machines and these could be larger
virtual machines depending on the business need [15].

Obtaining the best QoS requirements and improve the system performance of virtualized
servers in cloud computing is a challenging task. Even though it is not a new topic, QoS modelling
and evaluation of virtualized servers in such environment is still one of the key issues in order to
obtain QoS measurements. Modelling and performance evaluation of such system in an analytical
point of view help to service providers to predict the complex system behaviour. This might lead
to improve the system QoS characterization in different aspects. Therefore, the main focus in this
paper is to model and analyse the QoS of the proposed work considering the availability issues
of a physical and virtual machines together with dynamic resource utilization. In other words,
the physical and virtual machine failures and repairs are considered in analytical point of view.
In addition, dynamic resource utilization is also employed to enhance the QoS of the proposed
model which is another major issue in the performance characterization. Using the proposed
model, important performability measures, such as mean queue length, mean response time and
blocking probability can be computed. The well-known Markov Reward Model (MRM) is used
for the solution of the analytical model considered together with an exact spectral expansion and
product form solution. The rest of the paper is organized as follows: Section II gives motivation
of the proposed model. Section III describes the proposed model and the solution approach.
Numerical results and discussions are given in Section IV. Conclusions and future-work are
provided in Section VI.

2 Motivation

With the widespread deployment and development of cloud computing facilities, the im-
portance of virtualized cloud systems has significantly grown. The resource allocation is one of
the important factors which affect the QoS of the virtualized servers [7]. The modeling of re-
source allocation and evaluation in cloud computing is considered in [2,6,13,19,21|. An analytic
probabilistic model is presented in [2] to calculate profit in a virtualized cloud data center. The
proposed model accurately calculate the arrival rates based on the external and internal requests
for virtualized cloud data centers. In [13] the authors proposed a web application model via
simulation to get the behavioral patterns of different users and an performance analysis is done
for resource utilization in cloud computing. The energy-efficient scheduling of virtual machine
resource reservations in the cloud data center is presented in [19] focusing on CPU applications.
The main aim is to schedule all reservations non-preemptively considering the limitations of a
physical machine capacities to minimize the total energy consumption. The authors in [21] pro-
posed an effective evolutionary approach for virtual machine allocation that can maximize the
energy efficiency of a cloud data center. This is done by designing a simplified simulation using
CloudSim that speed up the process of the proposed work. However, those proposed models
do not consider availability issues of both virtual and physical machines for dynamic resource
utilization.

In addition, many existing studies mainly focus on performance analysis of virtual servers
in cloud computing systems [5, 6,10, 11,17,20]. Performance modelling and evaluation of the
virtual servers in the cloud computing is considered in [5|. However, two virtual machines
and a physical machine have been considered for performance evaluation which is not practical
case. In [6] and [17] a performance management system is proposed based on an analytical



Exploring Analytical Models for Performability Evaluation
of Virtualized Servers using Dynamic Resource 649

queuing model on cloud. In those studies, the web applications are modeled as queues and
virtual machines are modeled as service centers. Thus, the queuing theory models are applied to
dynamically create and remove virtual machines in the cloud to enhance the system performance.
The performance models for service migration have been addressed in [20] to predict the virtual
machine migration time and the resources availability. However, the analysis done above studies
considers only the pure performance model which ignore failure and recovery behaviour of the
system. But in reality such systems are prone to failures due to hardware and software failures.
An optimization method for the scheduling of scientific work flows on cloud systems is presented
in [16]. A performability model is presented which provides the fitnesses of explored solutions by
use of a meta-heuristic algorithm. In [9] a hierarchical model is employed for analysis of virtual
machines failure and recovery with respect to the system behavior. In addition, the proposed
model used in [9] for virtual machine mode was Continuous Time Markov Chain (CTMC) and
a stochastic reward nets (SNR) is employed in [8] to model and analysis of the availability of a
virtualized system.

In summary, however, the performability analysis of virtual machines with physical machine
failure and recovery behaviour together with dynamic resource utilization have not been con-
sidered in none of the presented studies for an analytic probabilistic model. In this paper, the
proposed model considers analytical models for performance and availability issues together with
dynamic resource utilization in an attempt to understand, and improve system QoS. In addition,
the analytical models results are validated by the discrete event simulation (DES) results to show
the accuracy and effectiveness of the proposed work. The results indicate the proposed modelling
results show good agreement with DES.

3 Proposed model and solution approach

In this section, the proposed analytical models and the solution approaches are presented
to evaluate the QoS of the virtualized machines considering availability of physical as well as
virtual machines together with dynamic resource utilization. In order to obtain realistic QoS
output measurements dynamic resource utilization is also considered which can maximize the
memory usage depending on the number of requests and failures within the proposed model. The
main idea is to enhance the overall performance of the entire system by sharing the available
resources. All the virtual machines used by the same physical machine are perfectly coordinated
and synchronized. Hence, the tasks can be serviced more efficiently since the service ability will
change dynamically when the virtual machine failures occur. The performance and availability
models are considered separately due to the behavior of the proposed model. The exact spec-
tral expansion solution approach is used to obtain steady state probabilities for the availability
model, on the other hand, the steady state probabilities of the performance model are obtained
by using the product form solution approach. Therefore, the MRM is employed to obtain per-
formability output parameters for the proposed model. In MRM, the steady state probabilities
of performance model are obtained (7/") and are passed as reward rates to the availability model.

3.1 Model description

The handling of an incoming tasks for the proposed system with single physical machine
(PM), a number of parallel homogeneous virtual machines (VMs) and a finite queue, L are
illustrated in Fig. 1. Hence the total system capacity is K where K=L+VM. As shown in the
figure, the arriving tasks reach first in a finite buffer and then distributed by the PM with a mean
service time 1/ according to virtual machine availability. The PM will distribute the tasks for
processing if and only if any of the VMs are available to handle a new task. Hence, each VM
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can also service and process the tasks in the system with a mean service time 1/u. A VM can
only serve one task at a time.

Virtual
Machines

-0~ W

Physical
Finite Queue of Machine
tasks (1)
A u
_— _—

Figure 1: The proposed system

The resource allocations of such systems can be implemented in various ways depending on
the system architecture. The dynamic resource allocation is presented which assures fair sharing
of the CPU or the memory. The proposed allocation considers the avalability of the virtual
machines and number of VMs in the system. It determines if the VM is busy or idle, if it is
idle, it starts to transmit. If the VM is busy, the physical machine sends the tasks to VMs
when they available. However, if the VM fails the shared CPU will not be wasted and can be
dynamically used by the others available VMs until the failed VM will be repaired. Thus, the
marginal distribution of the number of operative VMs is easily seen to be binomial [14]:

00 VM o >Z ( éu )VMi .
gi,. = qij = . where 1=0,1,..., VM. 1
jz_(:) ! < ? > <nv+£v 771)"‘511 ( )

Where ¢; is the probability that i, VM are operative. Hence, the processing capacity of the
system, which is defined as the average number of operative virtual machines, is equal to
E(I)=VM(nn/mm+E&n). The n, and &, are recovery and failure rates of virtual machines in the
proposed system. The failure and recovery behaviour of the proposed system is explained in sec-
tion 3.2 in more detail. However, for a good QoS measurements in such system the availability
of virtual machines and impact of on system performance should be considered. Therefore, in
order to get more realistic results, dynamic resource utilization (effective service rate) for the
proposed system is calculated considering all possible combinations of the number of operative
VMs. Then the expected effective service rate is calculated as follows:

VM
Peff =D Qi+ (2)
=0

Equation 2 is used to calculate effective service rate of the proposed work when a VM failure
occurs and used to optimize the resource allocation in the proposed work. In other words, Let’s
define T as a service time of a virtual machine and T, sy as dynamic service time of virtual machine
with a failure with means p and p.sy, respectively. Hence, for dynamic resource utilization the
service time of a task is equal to the smaller one between T and T¢s;. Since the random variables
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T and T, s have exponential distribution, the service times of a task is exponentially distributed
with mean;

E[T) = ; = Elmin(T, Tuyy)] = le (3)

As shown in Fig. 1, the tasks join the system with the Poisson distribution, hence the
average arrival rate is A [4,10,11]. On the other hand, the physical and virtual machines in the
system are prone to failures, each VMs and PM get corrupted with an average rate of &, and &,
respectively. The failed VMs and a PM then repaired with an average repair rate of 7, and 7,
respectively. The repair priority is given to PM since the VMs can not operate when a PM failure
occurs. If there are tasks in the queue, the operative VM cannot be in a pending state. However,
when any VM fails due to the corruption, new tasks can be served by the first available VM.
It is also assumed that if an operative VM fails, it becomes available again at the breakpoint.
If all VMs are busy or failed, the queue is growing with average rate of A\. In order to obtain
more realistic QoS output parameters both performance and availability issues are considered
together with dynamic resource allocation. The performance and availability models considered
are presented with the resulting MRM solution approach in detail following sections.

3.2 The availability model of the proposed system

The availability model shows possible VMs and a PM failures and repairs in the proposed
system. An exact spectral expansion solution approach is used for availability model to obtain
the steady state probabilities. The both failures and repairs behaviour are shown in Fig. 2.
As mentioned before, the distribution of time intervals between VMs and a PM failures are
exponential and given by mean 1/§, and 1/, respectively. At the end of the VMs and a PM
failures, the VMs and a PM require an exponentially distributed repair time with mean 1/,
and 1/7,. As clearly seen from the Fig. 2 that multi-repairman facility is assumed for all of the
VMs in order to get realistic QoS measurements.

Figure 2: The availability model considered

Assume that ij represents the steady state probabilities of the availability model. Hence,
the state of the availability model at time ¢ can be described by a pair of integer valued random
variables, I(t) and J(t), specifying the VMs and the PM failures and repairs, respectively. As
clearly seen from the Fig. 2, J(t) describes the PM failures and has two modes. Let J(t)=0,1
denote a binary value indicating whether or not the system is down due to a PM failure. In
other words, 0 indicates the whole system is down due to a PM failure and 7 indicates all VMs
are operate. On the other hand, I(t) represents the operative states of the VMs and there are
VM + 1 configurations. Thus, I(t) = 0, 1, ---, VM. Hence, Z = [I(t),J(t)]; t > 0 is an
irreducible Markov process on a lattice strip that models the system. Its state space is (0, 1, - - -,
VM+1) x (0, 1). In other words, the failure and repair behaviour of the VMs can be represented
in the horizontal as well as the failure and recovery behaviour of the PM in the vertial direction
of a lattice strip. The three matrixes of the spectral expansion can be defined when the state
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diagram is obtained. Hence, A, B, and C are the matrixes that indicate of the transition rates
of the proposed model. The definition and the formation of the matrixes can be found in [3,11].
Therefore, clearly, the elements of A,B and C depend on the parameters VM, &,, 17y, 1p.&p. The
transition matrices of a system with V' M machines are of size (VM +1)x(VM+1). It is possible
to specify the numbering of the matrices as (0,1,2,--- VM + 1) for states (0,1,2,--- VM + 1)
respectively. The state transition matrices A, A;, B, Bj, C, and C} can be given as follows:

0 VMn, 0 0 0 0 0

& 0 (VM = 1)n, 0 0 0 0

0 2¢ 0 (VM — 2)n, 0 0 0
A=A = 0 0 3¢, 0 : 0 0

0 0 0 - 0 21, 0

0 0 0 0 (VM —2)&, 0 o

0 0 0 0 0 (VM —1)&, 0

0 0 0 0 0 0 VME,

B = Bj = 0 0 0 0
0 0 0 mn O
0 0 0 0
00 0 0O 0 0 0
0 & 0 0 0 0 0
00 & 0 0 0 0
C= Cj = 0 0 o0 0 0 o0
00 0 0 & 0 0
000 0 0 0 & O
00 0 0O 0 0 0

Therefore, the proposed system can be solved using the well-known exact spectral expansion
solution method. Thus, the steady state probabilities for the availability model, ﬂfj can be
obtained using the steady state solution. The solution is given for systems with bounded queuing
capacities. The steady-state probabilities of the system considered can be expressed as:

P(I(t)=i,J(t)=7)
t—o00 ’

pij = lim 0<i<VM+1, 0<j<1 (4)

Let’s define certain diagonal matrices of size (VM + 1) x (VM + 1) as follows:

VM~+1 VM+1

D i)=Y Aj(ik); DA(ii)= > A(i,k); (5)
k=0 k=0
VM+1 VM1

DP(i,i)= > Bj(i,k); DP(i,i)= Y B(ik); (6)
k=0 k=0
VM~+1 VM+1

Df(i,i)= Y Cj(i.k); D(i,i)= ) C(i.k); (7)
k=0 k=0

and Qo =B, Q1 = A— DA— DB — DC, Q2 = C'. Hence, all state probabilities in a row can
be defined as:

vj = (Pojs P> »PvM+1,5): = 0,1 (8)
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The steady-state balance equations for bounded queuing systems (0 < j < 1) can now be written
as follows:

U()[Df)4 + DOB] = vl + v1C (9)
Vj [D;x + DJB + DJC] = vj,lBjA + UjAj + Uj+1Cj+1; 0 < ] < 1 (10)
vp[DA + DY) = v 1B+ v A (11)

The normalizing equation is given as follows:

L 1 VM+1
dve=>" Y P(i,j)=10 (12)
=0 j=0 i=0

From the equations above, the following equation can be written:
0jQo + vj+1Q1 +vj42Q2=0; 0<j<1 (13)
Furthermore, the characteristic matrix polynomial @ () can be defined as:
Qr = Qo+ Q1A+ Q20% Qp = Q2+ Q18+ QuB%; (14)
where
TN =0; |Qx\=0; ¢Qp=0;|Qp| = 0; (15)

A and ¥ are eigenvalues and left-eigenvectors of Q) and 5 and ¢ are eigenvalues and left-
eigenvectors of (), respectively. Note that, ¢ and [ are vectors defined as:

¢:¢Oa¢1a"'7¢5+1 (16)
5:507ﬁ1>---755+1 (17)
VM+1 ‘ ‘
Furthermore, v; = Z (ak‘llk)\fcﬂ + bkqﬁk(i)ﬁi_]),ogjg 1 and in the state probability form,
k=0
VM41 _ ‘
pig= Y (@M "+ br(i)By ) 0<j<1 (18)

k=0

Where Ap(k=0,1,..., VM +1) and Sx(k =0,1,..., VM +1) are VM + 1 eigenvalues [3,4,11].
The more details of the exact spectral expansion method can be found in [3]. Therefore, all
steady state probabilities of the availability model, ﬂfj can be obtained using the exact spectral
expansion method.

3.3 The performance model of the system

The performance model considers the arrival and service rates transitions of the single PM
and multiple VMs in this section. The state transition diagram of performance model of a
proposed system is given in Fig. 3.
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Figure 3: The performance model considered

Let’s define the states i (i=0,1,2,---,VM+L) as the number of tasks in the system at time
t. In order to obtain perofrmability measures of the proposed model, the performance model
is solved using general product form solution technique to get steady state probabilities. Once
all 7rZP obtained, they pass as reward rates to the availability model. p is the traffic intensity in
the system where p=\/u. Hence, the state probabilities, 7TZTP can be obtained and are given in

equation 19 [9,10].

‘7:
|

0<i<VM
xf = | (19)

T VM <i<VM+ L

3
(@)

In equation 19, 7riP is the probability that there are 4 tasks in the proposed system and 71'(])3 can
be defined as follows:

-1

VM-1 pZ VM+L pl
P _
o = [ > Gt 2 varvwvan (20)
=0 i=VM

Hence, the average number of tasks in the proposed system, Ny s can then be calculated as
VM+L

Nyy = Z i -l which gives:
i=0

VM )i VM+L

i
Nvm = [Z i + Z VM- VM VM
1=0 i=VM

e (21)

Similarly, the blocking probability Pp of the system can be calculated as:
)\VM +K

VMLVM' VM+L

Pg=P(VM+1L)= g (22)
Using Little’s formula, the average value of time of a task in a the system is can be calculated
as follows:

MQL

MRT = ————
(1—Pp)A

(23)
Therefore, a MRM approach can be used to obtain the overall performability output parameters
such as mean queue length, blocking probability and mean response time. Equation 21 gives
the MQL assuming that all VMs are operative. However, since only i VMs are operative at any
time, the MQL can now be represented by N; where ¢ is the number of operative VM. Thus
overall MQL can be calculated as follows;

K 1
MQL =Y N;Y =} (24)
i
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Similarly, the blocking probability, P and MRT of the proposed system can be evaluated as
follow:

K 1
Pg=> Ppi) m (25)
i=0 j=0

K 1
MRT =Y MRT,) =i, (26)
i=0 =0

4 Results and discussion

In this section, numerical results are presented to understand the beahviour of the system and
show the affect of the availability issues for virtualized servers with dynamic resource utilization.
The performance and availability models are considered separately and a MRM is employed for
steady state solution. As stated before, the results obtained from the analytical model and the
simulation for each analysis are presented in order to validate as well as to show accuracy of
the proposed analytical model. Numerical results are presented here for performability measures
of virtualized servers with dynamic resource utilization. The parameters used are mainly taken
from the literature in order to be consistent [2,4-6,8-13,17,19,20]. The mean service rate is
mainly application dependent.

In Fig. 4 QoS results are presented as a function of the arrival rate for the proposed system
with VM =50 and L=100 where, K=VM+L=150. The other parameters are u = 0.016(tasks/sec),
nu="np = 0.5/h.£,=E, = 0.001/h and mean arrival rate per tasks varies from 0.05 tasks per sec-
ond. QoS output parameters, mean queue length and blocking probability, have been computed
for both fixed resource allocation (FRA) and dynamic resource allocation (DRA) in Fig. 4(a)
and 4(b), respectively in order to show efficiency of the dynamic resource allocation in the pro-
posed system. It can be clearly seen that dynamic resource allocation gives more promising
performance results compared to fixed resource allocation scheme in terms of mean queue length
and blocking probability. Fig. 4 shows that as the rate of the incoming tasks increases, mean
queue length and blocking probability results are also increases for both reservation schemes.
However, when the virtual as well as the physical machine failures are considered, the system
with dynamic resource allocation policy performs better than fixed resource allocation especially
for the loaded system. This is due to the service utilization continues to increase by dynamic
resource allocation. Thus, the tasks can be serviced since the service ability will change dynam-
ically when the virtual machine failures occur. On the other hand, all virtual machines have an
equal share of resources in FRA and some of the resources will be wasted due to failures. As
the rate of the incoming requests increases this difference becomes less evident since the queuing
capacity, K=150 becomes the main limiting factor. Hence, please note that DRA is used for
the rest of the analysis since it gives better QoS output results compare to FRA when the both
failures are considered.

In Figs. 5 and 6, QoS output measurements are presented as a function of mean arrival
rate for the proposed model with different virtual machines and a physical machine failure rates,
respectively. The mean queue length, blocking probability and mean response time results are
shown in Fig. 5(a), 5(b) and 5(c), respectively with different virtual machines failures. The
parameters are VM=50, K=150, u = 0.016(tasks/sec), n,=n, = 0.5/h, £, = 0.001/h and mean
arrival rate per tasks varies from 0.05 tasks per second. As clearly seen that even though the
dynamic resource utilization is used, the failures of the virtual machines significantly effect the
system performance. In Fig. 5 the pure perforamnce results gives best QoS output measurements
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Figure 4: QoS results of the proposed model with fixed resource allocation and dynamic resource
allocation: (a) Mean queue length; (b) Blocking probability
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Figure 5: QoS results of the proposed model with different failure rates: (a) Mean queue length;
(b) Blocking probability; (¢) Mean response time

for each analysis since the system never fails. However, the results show in Fig. 5 that as virtual
machine failure rate increases the QoS degradation becomes more evident. For instance, for
& = 0.1/h and &, = 0.5/h the all QoS values dramatically increases. In other words, the tasks
will be piled up in the system quickly as shown in Fig. 5(a) when the virtual machine failure
increases. The system will not serve the tasks and the system reaches the maximum capacity
quickly (i.e, K=150). In Fig. 5(b), the system started to block incoming tasks due to frequent
virtual machine failures hence the blocking probability increases as the virtual machine failure
increases. Similarly, the system will not able to serve the tasks due to virtual machine failures
hence the mean response time of the proposed system also increases as shown in Fig. 5(c).

On the other hand, in Fig. 6 the affect of the physical machine failures are shown. Similarly
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Figure 6: QoS results of the proposed model with physical machine failure rates: (a) Mean queue
length; (b) Blocking probability; (c) Mean response time

to the Fig. 5, the mean queue length, the blocking probability and the mean response time
results are presented in Fig. 6 with a physical machine failure and repair. The parameters used
are the same as used in Fig. 5. However, in this analysis the virtual machine failures are kept
constant, &, = 0.001/h and a physical machine failure varies from 0.001 to 0.1. As clearly seen
from the Fig. 6, the system QoS degrades with a physical machine failure in terms of mean queue
length, blocking probability and mean response time in Figs. 6(a), 6(b) and 6(c), respectively.
When a physical machine fails all of the virtual machines do not operate, hence the failure of
the physical machine limits the access to the virtual machines. As the failure rate of a physical
machine increases all of the performability measures increases and the QoS is getting worst. In
other words, less physical machine failure, the better the system performance gets. In the case
of a physical machine fails, it will cause of blocking the incoming tasks as shown in Fig. 6(b),
increase of the tasks in the queue as well as late responses from the system as shown in Fig. 6(a)
and 6(c), respectively.

Therefore, it is very important to understand the failure and recovery of both VM and PM
as well as dynamic resource utilization so that such practical systems could be incorporated
improved in terms of QoS for such systems.

5 Conclusions

In this paper, the analytical models have been modelled for performance and availability
issues together with dynamic resource utilization in order to understand and improve system QoS
parameters. The behaviour of failure and recovery of the virtual machines and a physical machine
are considered as an availability model and the exact spectral expansion solution approach is used
to obtain steady state probabilities. The steady state probabilities of the performance model
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are obtained by using the product form solution approach. Therefore, the MRM is employed to
obtain performability output parameters for the proposed model. In addition, dynamic resource
utilization is also employed to enhance the QoS of the proposed model.

The main focus in the analysis is given to performability output parameters such as mean
queue length, blocking probability and mean response time. Numerical results obtained clearly
show that, the virtual machine and especially a physical machine failures affect the system QoS
significantly. The failures of a physical machine cause more significant performance degradation.
It can be clearly seen from the numerical results that dynamic resource allocation gives more
promising performance results compared to fixed resource allocation. The QoS results obtained
from the analytical model are compared to the DES results in order to show the accuracy and
effectiveness of the proposed models. Findings show that the analytical models and a MRM
technique presented show good agreement with DES. The models presented in this paper are
flexible and useful for modelling systems with similar behaviour and queuing considerations.
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