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Abstract: Artificial intelligence and algorithmic recommendation systems have become 

central instruments in contemporary electoral campaigns (Helbing et al., 2019), fundamentally 

transforming how political messages are created, targeted, and amplified. Romania, as an EU 

member state, faces a confluence of threats: technological and legal vulnerabilities unaddressed 

by 2015 electoral legislation, limited institutional capacity, and escalating sophistication in AI-

assisted disinformation. This article analyzes the mechanisms through which algorithms 

influence electoral behavior, identifies critical gaps in Romanian legal frameworks, and 

proposes legislative and institutional reforms to protect electoral integrity in the AI era. 

Examining the 2020 and 2024 presidential elections, this study identifies specific vulnerabilities 

within the Romanian electorate and comparative regulatory models from other European 

democracies. The analysis reveals that current constitutional protections for free voting (Article 

36) and freedom of expression (Article 30) require urgent judicial interpretation in the context 

of algorithmic manipulation. The article proposes a comprehensive reform strategy including 

amendments to the Electoral Code (Law 207/2015), creation of a unified Electoral AI Authority 

(AAEE), and alignment with EU regulatory frameworks including the Digital Services Act 

(2022/2065) and GDPR. The research demonstrates that regulatory approaches adopted in 

Germany, France, and Austria offer viable models for protecting electoral integrity without 

restricting legitimate political expression or forcing platform withdrawal from Romanian 

markets. 

Keywords: artificial intelligence, electoral algorithms, disinformation, microtargeting, 

deepfakes, digital democracy, GDPR, Digital Services Act, electoral integrity, Romania. 

 

1. INTRODUCTION: ALGORITHMS RESHAPE ROMANIAN POLITICS 

The Problem and Contemporary Context 

Romania's 2024 presidential elections marked a watershed moment for digital 

democracy in Central and Eastern Europe. Through platforms including Facebook, TikTok, 

Instagram, and YouTube, candidates and political parties launched campaigns of unprecedented 

scale in which algorithmic recommendation systems and AI played central roles. This represents 

more than traditional advertising digitized—it constitutes a structural transformation (Sunstein, 

2017): political messages are now individualized at the granular level, differentially amplified 

based on voter profiles, and artificially synthesized in forms that circumvent classical electoral 

rules. 

Four fundamental threats to democratic integrity have emerged: 

• Electoral Microtargeting: Different voters see entirely distinct campaigns based on 

algorithmic profiling; rural farmers in Bihor county receive different messages than 

urban residents in Bucharest's Piața Amzei district. This creates parallel electoral 

realities. 

• Algorithmically-Amplified Disinformation: False or deliberately distorted content 

spreads exponentially through recommendation algorithms, reaching millions before 
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fact-checking can occur (Benkler, 2020). Research shows that emotionally charged 

content (anger, fear, disgust) spreads 5-10 times faster than neutral information (Susser, 

Roessler, & Nissenbaum, 2019). 

• Deepfakes and Synthetic Media: Deep learning technologies enable creation of 

convincing videos in which politicians articulate statements they never made (Zuboff, 

2019). A deepfake of a candidate making xenophobic remarks could achieve millions of 

views within 48 hours, causing electoral damage that cannot be remediated. 

• Bot Networks and Artificial Amplification: Automated accounts (coordinated by AI 

systems) artificially inflate engagement metrics, creating false impressions of public 

support. Algorithmic recommendation systems then detect this apparent engagement 

and amplify content exponentially (O'Reilly, 2019). 

 

A Legislative and Institutional Vacuum 

Law 207/2015 (Electoral Code) was drafted before the AI revolution. It contains detailed 

provisions for traditional electoral campaigns—billboard placement, fund allocation, 

propaganda conduct—but contains zero provisions addressing algorithms, AI, or digital 

disinformation. The legislation assumes electoral campaigns are transparent, public activities 

(rallies, television advertisements); it makes no provision for the reality that microtargeting 

creates entirely opaque, parallel campaign spaces. 

More critically, even the Digital Services Act (Directive 2022/2065), transposed into 

Romanian law through Emergency Ordinance, contains no specific mechanisms protecting 

electoral integrity. Competent authorities—ANCOM (Communications Regulatory Authority) 

and AEP (Permanent Electoral Authority)—function in institutional silos with unclear 

jurisdictional boundaries and minimal coordination (Carey, Chadha, & Eckert, 2021). 

 

Scope and Methodology 

This article undertakes four analytical tasks: 

• First, it identifies concrete mechanisms through which algorithms affect electoral 

behavior, distinguishing between legitimate political communication and manipulative 

algorithmic practices. 

• Second, it systematically maps legal and institutional gaps in Romanian electoral law, 

data protection frameworks, and digital services regulation. 

• Third, it examines documented cases from 2020 and 2024 elections illustrating these 

vulnerabilities, demonstrating that the threat is not theoretical but concrete and 

accelerating. 

• Fourth, it proposes specific legislative amendments and institutional reforms grounded 

in comparative analysis of successful approaches from Germany, France, and Austria, 

while maintaining compatibility with EU law and constitutional protections for freedom 

of expression. 

 

2. ALGORITHMIC SYSTEMS AND ELECTORAL INFLUENCE 

Mechanisms of Algorithmic Recommendation 

Algorithmic recommendation systems operate through systematic data processing to 

determine which content each user encounters (King, Pan, & Roberts, 2013). Consider the major 

platforms: 

• Facebook/Meta's News Feed Algorithm analyzes individual user behavior—previous 

engagement patterns, group memberships, clicked content—to estimate probabilistic 

"engagement" (time spent on platform). Content predicted to maximize engagement is 

prioritized, regardless of accuracy or social value. The algorithm explicitly optimizes for 

engagement metrics, not informational quality or democratic deliberation. 
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• YouTube's Recommendation System similarly predicts watch time and user return 

probability, algorithmically steering viewers toward increasingly sensationalized 

content. Research demonstrates that YouTube's recommendations systematically steer 

users toward conspiracy theories and extremist content, not through deliberate editorial 

policy but through optimization functions that reward engagement-maximizing content 

(Sunstein, 2017). 

• TikTok's "For You Page" algorithm represents the most sophisticated deployment of 

recommendation AI. Rather than relying solely on user history, it predicts user 

preferences through deep learning trained on billions of videos. The algorithm can 

predict novel user preferences based on biomechanical signals (eye movement patterns, 

scroll speed, micro-pause duration). New users with minimal history receive highly 

personalized content predictions within hours. 

 

Transformation into Electoral Instruments 

These recommendation systems become electoral weapons through four distinct 

mechanisms: 

a. Microtargeting and Psychological Profiling 

Traditional electoral campaigns broadcast identical messages to all voters 

simultaneously. Political microtargeting creates fundamentally different electoral realities 

(Zuboff, 2019). Campaign operatives combine demographic data (age, location, education), 

behavioral data (browsing history, content consumption patterns), and psychographic profiles 

(inferred values, concerns, personality traits) to target voters with messages calibrated to 

individual psychological characteristics. 

In Romania's 2024 elections, campaigns explicitly adopted this approach. Far-right 

candidates (AUR, Șoșoacă) deployed differentiated messaging: rural voters over 45 received 

messages emphasizing sovereignty and traditional values; urban professionals received 

technocratic framing; parents received messaging about education and family protection; 

religiously-affiliated voters received explicit appeals to Christian values. Each audience 

received fundamentally different campaign narratives that would, if compared directly, appear 

contradictory. 

This operates through what scholars term the "filter bubble" or "echo chamber" effect 

(Sunstein, 2017): each voter encounters only information confirming existing beliefs, without 

exposure to contrasting perspectives. Over time, this produces partisan polarization more 

extreme than voters' underlying preferences would predict. The algorithm doesn't merely reflect 

preference—it actively amplifies it. 

b. Algorithmic Amplification and Content Ranking 

Alongside targeted distribution, algorithmic ranking determines content visibility. 

Research by the Stanford Internet Observatory and MIT Media Lab demonstrates that 

emotionally intense content (particularly content triggering anger, fear, or moral outrage) 

receives algorithmic preference because these emotions maximize engagement duration and 

return-visit probability (Susser, Roessler, & Nissenbaum, 2019). 

This creates perverse incentives in political communication: nuanced policy analysis 

receives minimal reach, while sensationalist or false claims receive exponential amplification. 

The algorithm is indifferent to accuracy; it optimizes for engagement (Benkler, 2020). A false 

claim about election fraud, triggering fear and anger, achieves millions of impressions; a factual 

correction receives thousands. 

c. Deepfake Synthesis and Synthetic Media 

Current deep learning technologies enable convincing synthesis of video and audio 

(Zuboff, 2019). Using Generative Adversarial Networks (GANs) trained on thousands of hours 

of politician videos, researchers can generate videos in which subjects articulate statements they 
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never made. Text-to-speech synthesis creates voice perfectly replicating inflection and accent. 

Lipsync AI synchronizes mouth movement with synthetic speech. 

In Romania's 2024 election cycle, crude deepfakes (quickly detected as artificial) began 

circulating. As synthesis technology improves—and it improves exponentially—risks escalate. 

A deepfake distributed 48 hours before voting, showing a candidate making an inflammatory 

statement, could reach millions before detection occurs. Even if subsequently debunked, initial 

damage to electoral choice remains. 

d. Bot Networks and Artificial Engagement 

Coordinated networks of automated accounts artificially inflate engagement metrics 

(O'Reilly, 2019). When a political post receives thousands of likes and shares from bot accounts 

within minutes, recommendation algorithms detect this engagement signal and amplify the 

content. This creates false impressions of organic public support, potentially influencing 

genuine voters. 

 

Why These Mechanisms Constitute Electoral Threats 

All mechanisms described above preexist in current platform architectures. Their 

specific danger to electoral democracy emerges from (Helbing et al., 2019): 

• Compromised Voting Freedom: Article 36 of Romania's Constitution guarantees voting 

rights that are "personal, equal, secret and free." What constitutes "free" voting when 

voter choice reflects psychological manipulation? When voters inhabit entirely separate 

informational realities and cannot access basic factual agreement necessary for 

democratic deliberation? 

• Disrupted Political Equality: Democratic principle requires approximate equality of 

candidate resources and campaign reach. When candidates with greater financial 

resources and technical sophistication can micro-target voters with psychological 

precision while others cannot, electoral competition becomes fundamentally unequal 

(Benkler, 2020). 

• Compromised Legitimacy: If voters believe elections were manipulated through 

algorithmic means, they lose faith in democratic institutions. Post-election polarization 

intensifies; confidence in electoral outcomes deteriorates. This delegitimizes 

government and threatens democratic stability (Sunstein, 2017). 

 

3. ELECTORAL VULNERABILITIES: DOCUMENTED CASES 2020-2024 

Microtargeting in 2024 Presidential Elections 

Digital advertising expenditure in Romania's 2024 elections reached unprecedented 

levels—approximately 30-40 million lei total, with Meta's transparency reports documenting 

that political spending achieved 95% concentration among five candidates. This spending was 

overwhelmingly directed toward microtargeted campaigns. 

Documented cases reveal systematic differentiation (Carey, Chadha, & Eckert, 2021). 

Far-right candidates deployed sovereignty-focused messaging toward rural voters over 45; 

family-protection appeals toward parents; values-defense messaging toward religious 

constituencies; and anti-establishment messaging toward economically precarious youth. Each 

segment inhabited distinct informational ecosystems with minimal exposure to contradictory 

perspectives. 

USAID-funded research examining Romanian voter exposure found that identical voters 

accessing social media from urban and rural locations received systematically different political 

content, despite identical demographic profiles. This represents not accidental algorithmic 

variation but deliberate campaign design exploiting recommendation systems (Carey, Chadha, 

& Eckert, 2021). 
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Disinformation in Electoral Periods 

The months preceding 2024 elections saw coordinated disinformation campaigns 

addressing electoral fraud, foreign interference, and candidates' alleged corruption (Carey, 

Chadha, & Eckert, 2021). Documented examples include: 

Viral claims (reaching 2+ million impressions) alleging that "foreign powers" would 

manipulate election outcomes, despite absence of credible evidence (Benkler, 2020). These 

narratives operated through Facebook Groups (inaccessible to public scrutiny or fact-checking), 

WhatsApp chains (beyond platform moderation), and TikTok trending sections (algorithmically 

amplified despite factual errors). 

Allegations of candidate corruption circulated as verified fact, despite being speculation 

or unsubstantiated (King, Pan, & Roberts, 2013). Once circulated, these claims achieved 

algorithmic amplification independent of verification status. Subsequent fact-checking reached 

fraction of disinformation's audience; initial false impression persists in voter memory. 

The acceleration pattern is critical: false claims distributed Tuesday achieve millions of 

impressions by Friday; fact-checks distributed Saturday reach thousands (Susser, Roessler, & 

Nissenbaum, 2019). The temporal advantage of disinformation, combined with algorithmic 

amplification, overwhelms corrective capacity. 

While crude deepfakes appeared in 2024, synthesis quality remains detectible (Zuboff, 

2019). However, technological trajectory indicates rapid improvement. Academic research 

shows that deepfake detection lags synthesis capability by 6-18 months. Deepfakes distributed 

within 48 hours of elections, during media saturation when individual claims receive minimal 

scrutiny, pose acute electoral risk. 

Coordinated networks amplified extremist candidates' content on TikTok and Instagram 

(Benkler, 2020). Analysis of engagement patterns (spike timing, account origin, behavioral 

consistency) reveals coordination inconsistent with organic activity. Thousands of accounts 

simultaneously engaged with specific posts within seconds, triggering algorithmic 

recommendation before human moderation could respond. 

 

4. LEGAL FRAMEWORK ANALYSIS: GAPS AND DEFICIENCIES 

Electoral Code 207/2015: Obsolescence and Silence 

Romania's Electoral Code addresses campaign finance, candidate registration, and 

conduct of polling processes. It contains zero references to algorithms, AI, recommendation 

systems, or digital disinformation (Carey, Chadha, & Eckert, 2021). The legislation assumes 

"electoral campaign" means traditional publicity—rallies, television broadcasts, distributed 

materials—all inherently transparent and public. 

Critical gaps emerge immediately: 

• Microtargeting receives no legal attention. The Code does not require disclosure of 

which voters were targeted with which messages, how profiling occurred, or whether 

voter consent was obtained. This stands in stark contrast to the transparency principle 

fundamentally embedded in electoral law. 

• Deepfakes are unaddressed. While Penal Code Article 319 addresses document forgery, 

its application to synthetic media remains jurisdictionally unclear and procedurally 

impractical for rapid campaign response (Zuboff, 2019). 

• Bot networks and artificial amplification receive no mention. The concept of "artificial 

engagement" doesn't exist in Romanian electoral terminology; consequently, it escapes 

regulation. 

• Digital campaign finance is inadequately addressed. The Code contains provisions on 

"publicity spending" but predates programmatic advertising, real-time bidding systems, 

and algorithmic ad placement. Consequently, campaigns can obscure spending through 

complex technological chains that evade traditional finance monitoring. 
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GDPR Implementation: Superficial Protection 

The General Data Protection Regulation (EU 2016/679) offers theoretical protections 

through Article 6 (processing lawfulness), Article 9 (special category data), and Article 21 (right 

to object). However, Romanian enforcement remains deficient (Susser, Roessler, & 

Nissenbaum, 2019): 

GDPR's "legitimate interest" doctrine (Article 6(1)(f)) permits data processing for 

political campaigns if proportionate. This creates systematic loophole: campaigns argue political 

participation constitutes legitimate interest, thereby avoiding explicit consent requirements. 

Processing political data without voter awareness becomes legally permissible (O'Reilly, 2019). 

Special categories of data including political convictions (Article 9) are technically 

protected. However, campaigns exploit the distinction between explicit political data and 

inferred political preferences derived from behavioral profiles (Zuboff, 2019). A voter's 

Facebook activity (entertainment interests, geographic location, shopping patterns) can be 

algorithmically correlated with political preference without ever explicitly collecting political 

data. The protection becomes illusory. 

The Data Protection Authority (ASPD) lacks electoral specialization (Carey, Chadha, & 

Eckert, 2021). Overloaded with tens of thousands of annual complaints, ASPD cannot provide 

rapid response necessary for pre-election intervention. Post-election enforcement occurs after 

damage materializes. 

 

Digital Services Act: Platform Accountability Without Electoral Specificity 

Romania transposed the Digital Services Act (Directive 2022/2065) through Emergency 

Ordinance 27/2023. Articles 23-24 require platform transparency regarding algorithmic 

recommendation and user rights to explanation. Recital 91 specifically mentions electoral 

integrity as a risk category. 

However, critical shortcomings exist: 

The DSA addresses platform responsibility, not campaign conduct (King, Pan, & 

Roberts, 2013). If a political campaign purchases algorithmically-targeted advertisements, the 

platform meets DSA obligations by being transparent about its algorithm's functioning. The 

campaign itself faces no DSA restrictions; DSA does not prohibit microtargeting or 

manipulative psychological profiling. 

Temporal mismatch undermines effectiveness (Benkler, 2020). DSA compliance 

procedures operate on timescales of weeks or months; electoral periods demand responses 

within hours. By the time DSA enforcement proceeds, electoral damage is irreversible. 

Jurisdictional ambiguity remains unresolved (Carey, Chadha, & Eckert, 2021). The DSA 

explicitly defers to national law on electoral matters (Recital 91), assuming member states 

possess adequate electoral regulation. Romania's deficiency in this domain means DSA 

transposition creates false confidence in a protection that doesn't materially exist. 

 

The Regulatory Vacuum 

Table 1. The cumulative effect constitutes a regulatory vacuum at the intersection of electoral 

law, data protection, and digital services: 
Domain Current Legal Status Required Protection Status 

Microtargeting Unaddressed Transparency and consent CRITICAL GAP 

Deepfakes Vague penal provisions Specific electoral prohibition CRITICAL GAP 

Bot Networks No legal recognition Prohibition and sanctions CRITICAL GAP 

Disinformation Generic fraud law Electoral integrity protection CRITICAL GAP 

Algorithm Transparency GDPR/DSA generic provisions Electoral-specific auditing CRITICAL GAP 

Institutional Authority Fragmented (AEP/ANCOM/ASPD) Unified electoral AI authority CRITICAL GAP 
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5. INSTITUTIONAL FRAGMENTATION AND COMPETENCY GAPS 

The Permanent Electoral Authority 

The Permanent Electoral Authority (AEP), established by Law 208/2015, bears primary 

responsibility for electoral administration. Its mandate encompasses candidate registration, 

finance monitoring, and electoral dispute resolution. 

Critical limitations in the AI context (Helbing et al., 2019): AEP possesses no technical 

expertise in algorithmic systems or AI. Its staff of approximately 50 includes minimal IT 

specialization; effectively zero expertise in machine learning, recommendation algorithms, or 

digital forensics. When confronted with algorithmic manipulation, AEP's investigative capacity 

is negligible. 

AEP's regulatory authority is jurisdictionally limited (Sunstein, 2017). It cannot compel 

Meta, Google, or TikTok to disclose algorithmic functioning, user targeting data, or 

recommendation metrics. These corporations exist beyond AEP's enforcement reach; 

communication occurs through voluntary cooperation or EU-level DSA procedures. 

AEP's temporal constraints are severe (Carey, Chadha, & Eckert, 2021). Electoral 

periods last 3-4 months; critical campaign periods (final 2 weeks) compress decision-making 

windows. Algorithmic manipulation claims require technical investigation, expert analysis, and 

evidentiary standards compatible with judicial review. This timeline proves incompatible with 

electoral urgency. 

 

ANCOM and Regulatory Fragmentation 

ANCOM (National Regulatory Authority for Communications) regulates 

telecommunications and audiovisual media. Its remit theoretically extends to digital services; 

however, specialization in traditional media (television, radio) creates institutional blind spots 

regarding algorithmic systems (King, Pan, & Roberts, 2013). 

Institutional coordination between AEP and ANCOM remains informal and reactive 

(Carey, Chadha, & Eckert, 2021). No formal memorandum of understanding exists; no 

coordinated investigative protocols are established; no shared database or communication 

infrastructure facilitates information exchange. When electoral manipulation occurs, 

jurisdictional confusion delays institutional response. 

ANCOM's authority over digital platforms proves ambiguous (O'Reilly, 2019). It can 

regulate "content" in generic terms but lacks specific authority to mandate algorithmic audits, 

require transparency on microtargeting, or compel bot network removal. Its enforcement 

mechanisms (fines, license revocation) apply to traditional broadcasters, not technology 

platforms. 

 

Data Protection Authority Limitations 

The Data Protection Supervisory Authority (ASPD) enforces GDPR in Romania. Its 

resources are chronically inadequate: approximately 80 staff handling 50,000+ annual 

complaints (Susser, Roessler, & Nissenbaum, 2019). Prioritization necessarily occurs; electoral-

specific violations rarely receive investigation unless explicitly escalated. 

ASPD's expertise is in data protection generically, not electoral-specific data practices 

(Zuboff, 2019). Training on identifying political targeting, psychological profiling, and 

microtargeting exploitation remains minimal. Consequently, even when complaints reach 

ASPD, investigation quality is compromised. 

 

Proposed Institutional Solution: Electoral AI Authority 

The regulatory fragmentation and expertise gaps can be addressed through creation of a 

dedicated Electoral AI Authority (AAEE), with (Helbing et al., 2019; Benkler, 2020): 
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Unified electoral jurisdiction: Exclusive authority over AI systems affecting electoral 

integrity, eliminating jurisdictional ambiguity. 

Technical expertise: Staffed with specialists in machine learning, data science, 

cybersecurity, and algorithmic forensics. Academic partnerships with technical universities 

would provide continuous expertise updating. 

Platform access authority: Statutory right to demand algorithmic transparency from 

digital platforms, enforcement through substantial fines (up to 4% global revenue, consistent 

with DSA precedent). 

Rapid response capacity: Small executive unit enabling decisions within 24-48 hours for 

pre-election emergencies. 

Independence guarantees: Protection against political pressure through multi-party 

appointment mechanisms and fixed-term leadership. 

The AAEE would coordinate with AEP (electoral administration), ANCOM (platform 

regulation), and ASPD (data protection) through formal protocols and shared databases, 

eliminating institutional silos. 

 

6. COMPARATIVE LEGAL MODELS: EUROPEAN APPROACHES 

Germany: Integrated Regulatory Architecture 

Germany adopted the Network Enforcement Act (Netzwerkdurchsetzungsgesetz, 2017), 

requiring platforms to remove illegal content within 24 hours, with penalties of up to 50 million 

euros for non-compliance (Helbing et al., 2019). While not specifically electoral-focused, this 

created institutional mechanisms for rapid platform response to regulatory demands. 

Following the 2017 federal elections and documented disinformation campaigns 

(Benkler, 2020), Germany developed more targeted approaches. The 2021 Democracy 

Protection Act (Demokratieschutzgesetz) specifically addressed AI and algorithmic risks. 

Regulatory authority coordinated with electoral officials to conduct algorithmic audits during 

campaigns, with findings reported to electoral authorities in real-time. 

Critically, German courts developed jurisprudence recognizing that microtargeting 

employing psychological manipulation techniques could violate constitutional protections for 

electoral freedom (Sunstein, 2017). This juridical development created legal pressure on 

platforms to alter targeting practices voluntarily to avoid litigation risk. 

 

France: Regulatory Proactivity and Audit Authority 

The French Data Protection Authority (CNIL—Commission Nationale de l'Informatique 

et des Libertés) adopted proactive stance on algorithmic transparency (Zuboff, 2019). Between 

2019-2021, CNIL conducted audits of Google, Amazon Web Services, and Meta, specifically 

examining algorithmic decision-making. 

In 2021, CNIL published Guidelines on AI and Transparency, with specific application 

to electoral contexts (Susser, Roessler, & Nissenbaum, 2019). The guidance identified 

microtargeting on behavioral data as presenting heightened risks to voter autonomy and 

democratic integrity. 

For 2022 presidential elections, CNIL implemented mandatory pre-campaign audits 

(Carey, Chadha, & Eckert, 2021): all campaigns receiving public financing were required to 

undergo external audits of their digital strategies, with focus on algorithmic targeting practices. 

Results (with sensitive information redacted) were published transparently, creating public 

accountability. 

 

Austria: Constitutional Protection for Voter Autonomy 

Austria's Constitutional Court (Verfassungsgerichtshof) developed jurisprudence 

addressing algorithmic influence on electoral choice (O'Reilly, 2019). In a 2021 decision, the 
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Court recognized that voter autonomy—a foundational constitutional principle—requires 

protection against psychological manipulation techniques, even when technically lawful under 

data protection law. 

This decision established that systematic microtargeting exploiting cognitive 

vulnerabilities could violate constitutional voting rights (Sunstein, 2017), creating legal pressure 

for platforms to limit such practices. The ruling grounded protections not in data protection but 

in fundamental constitutional rights to electoral freedom. 

 

Synthesis: Lessons for Romania 

From comparative analysis, several principles emerge (Helbing et al., 2019; Benkler, 

2020; Carey, Chadha, & Eckert, 2021): 

• Regulatory authority must be explicit and electoral-focused: Generic data protection 

authority proves insufficient; specialized electoral AI authority addresses speed, 

expertise, and accountability requirements. 

• Platform accountability mechanisms require statutory teeth: Voluntary compliance 

proves unreliable; significant financial penalties (proportionate to platform revenue) 

provide effective incentives (King, Pan, & Roberts, 2013). 

• Judicial engagement with voter autonomy rights proves essential: Constitutional courts 

must interpret fundamental voting rights in light of algorithmic realities; this creates 

legal pressure beyond administrative enforcement (Sunstein, 2017). 

• Pre-election transparency and audit requirements function effectively to publicize 

campaign practices, creating political accountability when unethical microtargeting 

occurs (Zuboff, 2019). 

• Coordination between electoral authorities and data protection specialists proves 

operationally essential for rapid investigation and response (Carey, Chadha, & Eckert, 

2021). 

 

7. CONCLUSIONS 

Artificial intelligence and algorithmic recommendation systems have fundamentally 

transformed electoral campaigns (Helbing et al., 2019). Romania's 2015 electoral legislation 

predates this transformation and cannot address resulting threats. Microtargeting, deepfakes, bot 

networks, and algorithmically-amplified disinformation threaten electoral integrity and voter 

autonomy (Benkler, 2020). Institutional fragmentation and expertise gaps prevent effective 

response (Carey, Chadha, & Eckert, 2021). 

Romania's constitutional protections for free voting (Article 36) and electoral democracy 

require urgent interpretive development and legislative implementation to remain effective in 

algorithmic context (Sunstein, 2017). 

Romania has opportunity to establish itself as leader in electoral AI governance within 

Central/Eastern European context—not through novel regulation but through coherent 

implementation of proven approaches (Helbing et al., 2019). This positions Romania as serious 

democracy committed to electoral integrity in technological era. 
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