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INTRODUCTION

üThis lecture aims to provide a forum to discussthe main
ideas about cyber-social-technological-cognitive approach
presentin different ecosystems.

üNowadays, investments that promote disruptive
technologiesand digital transformation accompaniedby
advances in Industry 4.0 enable the development of
intelligent and smart systems in different domains and
ecosystems.

üThe hyperspace allows the interconnection of multiple
spacesof computers and networks which are interlinked
with eachother mainlyin the cyber, social,technologicaland
cognitivedomains.



Let's look at the breakthrough of technological change

Penetration rate - Years to reach 50 million users

Å The radio: 30 years
Å The phone: 20 years
Å Television: 12 years
Å Cell phones: 12 years
Å Www. :three years
Å iPods: three years
Å Blogs: three years
Å MySpace : 2.5 years
Å Facebook: 2 years
Å YouTube: 1 year



21st century natural and anticipatory computing
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ÅIncreasingly natural interfaces.

ÅEmbedded intelligence in everyday objects.

ÅMassive data store and machine learning. 

ÅBroad access to networks.



EXTERNAL SIGNALS OF THE INFORMATION SOCIETY
(Gartner, 2017)
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None of this existed before 2000:

Blackberry
iPod, iPad
iPhone
Cell phone with 
camera
XBox
Satelital radio
Wii
MySpace
Hybrid cars

YouTube
Facebook
Google+
LinkedIn
Pandora
Twitter
Flickr
Skype
iTunes
WhatsApp

Kindle
Firefox
3D TV
TiVo
Broadband
Farmville
Groupon
Zoom, Meet
EGG



DATA INFORMATION KNOWLEDGE COGNITION

òDISCRETE SET
ELEMENTS OF
KNOWLEDGE,
FACTS AND RECORDS
OBJECTIVES ON
EVENTS AND
TRANSACTIONSó

DATA + CONTEXT
άa9!bLbD FOR THE
SUBJECT IN A
PARTICULAR MOMENT"

COMPLIES WITH:
Å CONTEXTUALIZED
Å CATEGORIZED
Å CALCULATED
Å CORRECTED
Å CONDENSATED

CYBER COMPUTING

INTELLIGENCE + CERTAINTY
òSET OF EXPERIENCES,
VALUES, INFORMATION,
PERCEPTIONS AND IDEAS
THAT CREATE A MENTAL 
STRUCTURE TO EVALUATE
AND INCORPORATE  NEW 
EXPERIENCES, IDEAS AND
LbChwa!¢Lhbά

SOCIAL COMPUTING:
Å Crowdsourcing
Å Collective intelligence
Å Sentiment Analysis

COMPETENCIES  
ATTITUDES, RESOURCES 
(ASSETS TANGIBLE AND 
INTANGIBLE), KNOWLEDGE 
(EXPLICIT AND TACIT), AND
CAPABILITIES.
Å PERSONAL
Å ORGANIZATIONAL
Å TECHNOLOGICAL
Å RELATIONAL

THINKING COMPUTING:
Å Human body 

communication
Å Brain informatics
Å Cognitive science
Å Affective computing
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INTELLIGENT 

PROCESSES

THE CREATION OF VALUE IN THE ECONOMY OF THE KNOWLEDGE

COGNITION 

PROCESSES



The changing data lifecycle ςtechnology is moving faster than 
society can manage

Collection

Increasingamount of granular and    
real-time data is collectedby sensors

and mobile devices.

Pasivedata collectionby byllion of 
sensorsrendersthe concept of individual 

consentextremelydifficult to uphold.

Management

Data sets are increasinglyinterconnected
and sharedto createnew value.

άAnonymous5ŀǘŀέ is increasingly
difficult to mantain as linked datasets

can revealuniqueattributes of 
individuals.

Distribution

Platform economicsdrive winer-take-all
market dynamicsin how data is

collected, managed, processesand 
shared.

Theability to orchestratehow predictive
and granular insightsare appliedat scale
is concentratedamonga few comercial 

actors.

Processing

Increasinglysophisticatedmachine-
learningalgorithmscan processcomplex

datasetsmore effectively.

Theinscrutability of advancesdata 
processingtechniques(AI/ML) créate 
uncertainty on data forencicsand how

decisionsare made.

Ref: World Economic Forum Center for the Fourth Industrial Revolution

Data lifecicle



Where do we see the opportunities?

ü The ecosystem helps in the design, analytics,and mapping of the physical world in 
the cyberspace using digital entities, processes, and transactions. 

ü In this context, we have the opportunity to analyse and discuss trends in some of the 
main conceptual models and architectures that integrate relevant attributes in 
hyperspace in different ecosystems:

ü Smart medium-size ports.
ü Green Cyber-social energy ecosystems.
ü Health and wellness systems.

ü In particular, it is important to highlight the role of internet services (IoS) that is taking 
over complex collaborative applications using interoperable cross-platform resources 
and cloud storage.

ü The advances in AI, Neuroscience, and Cognitive sciences enable the development of:

ü Human Body Communication (HBC)
ü Human Information Processing (HIP) 
ü Internet of the People (IoP).



Industry 4.0: Nine technologies that are transforming 
the industry

AUGMENTED
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ARTIFICIAL INTELLIGENCE 



MAIN TECHNOLOGIES OF INDUSTRY 4.0

INTERNET OF THINGS

Å IoT has the potential to improve people's lives by using
sensorsand transmitters arrangedin machinesandother
objects for mass use and connected to the Internet,
allowingcommunicationbetweenthem.

Å AI allows the development of autonomous things as
physical devices with automate functions previously
performedby humans.

Å Increasingly,autonomousthings are operating in closed
environments, such as mines or warehouses,but they
will eventuallyevolveto more openspaces.

Å Autonomous things operate along a spectrum from
semiautonomousdevicesto fully autonomouscars.

Å As the number of autonomous things increases,there
will be a shift from thingsthat operatealoneto a swarm
of collaborativeintelligent things.

Å Drones and autonomous vehicles are operating across
different environments.
- A groupof robots couldoperate a coordinated
assemblyprocesses.
- A groupof dronescantransport parts in a production
process.

ROBOTS

Å Roboticswasusedin the industry
more than five decadesago and
completely transformed
manufacturingenvironments.

Å Thereare currentlymore than 1.2
million industrial robots in
operationworldwide.

Å Thedevelopersof this technology
are expandingtheir capabilitiesto
improvetheir cognitiveaspects.

Å Robotics would eliminate, by
2030, the need for labor in some
productivesectors.



Main Technologies of Industry4.0
CYBER SECURITY

Å Adobe was going through hell: 2.9 billion
personaldetails.

Å Panic at Sony: Up to 77 million personal
detailsstolenfrom Playstation.

Å Target targeted: 110 million customers
bankingdata leaked.

Å Adult Friend Finder exposed: 400 million
personalpreferenceslost.

Å Marriott hotels: the personal privacy of
500million customerscompromised.

All individuals, institutions and infrastructure
are resilient to vulnerabilities created by
increasingdigital connectivity.

Theincreasein the number of AI solutionsand
potential points of attack, via IoT devicesand
highly connected services, creates a true
securitychallenge.

AI securityincludesthree keyperspectives:

Å Protecting AI-powered systems: securingAI
training data, training pipelines and ML
models.

Å LeveragingAI to enhancesecurity defense:
using ML to understand patterns, uncover
attacksand automate parts of cybersecurity
processes.

Å Anticipatingnefarioususeof AI by attackers:
Identifying attacks and defending against
them.



Main Technologies of Industry4.0

Å Distributed cloud refers to the distribution of public cloud
servicesto locationsoutside the cloud ǇǊƻǾƛŘŜǊΩǎphysicaldata
centers.

Å It is perceived the evolution from centralized public cloud to
distributed public cloud.

Å In distributed cloud, the cloud provider is responsible for all
aspects of cloud service: architecture, delivery, operations,
governanceand updates (GoogleCloud,AmazoneSageMaker,
MicrosoftAsure).

Å It alsoallowsprovidersto deliveron the promisesmadeby hybrid
cloud, a systemthat blendsexternalservicesfrom a providerand
internal servicesrunningon-premises.

Å Theproblemis that hybridcloudisverydifficult to implementin a
cost-efficient or reasonablemanner.

Å Distributed cloud is now in the early stagesof development, so
most providerscurrently offer only a small subsetof servicesin
this way.



MainTechnologies of Industry4.0

AUGMENTED REALITY

Human augmentation is the use of technology and 
ǎŎƛŜƴŎŜ  ǘƻ ƘŜƛƎƘǘŜƴ ŀ ǇŜǊǎƻƴΩǎ ŎƻƎƴƛǘƛǾŜ ŀƴŘ 
physical experiences. 

Physical Augmentation
Changes an inherent physical capability via 
implanting or hosting a technology element on the 
body.
Å Sensory augmentation (hearing, vision, 

perception). 
Å Appendage and biological function 

augmentation (exoskeletons, prosthetics). 
Å Brain augmentation (implants to treat seizures).
Å Genetic augmentation (somatic gene and cell 

therapy).

Cognitive Augmentation
Enhances ŀ ƘǳƳŀƴΩǎ ŀōƛƭƛǘȅ ǘƻ ǘƘƛƴƪ ŀƴŘ ƳŀƪŜ ōŜǘǘŜǊ 
decisions. 
Å Exploiting information and applications to 

enhance learning or new experiences. 
Å Augmented intelligence scenarios (AI working 

with humans).
Å Physical implants that deal with cognitive 

reasoning.

Å Artificial Intelligence (AI) is used today in mobile
phone apps, large-volume analysisof information
on home devices, digital representation of real-
world systems,and the use of digital platforms to
sustainconversationsin different languages.

Å Machinelearning,in particulardeeplearningbased
on multi-layered neural networks, facilitates the
realization of tasks such as image recognition,
autonomous vehicles and call centers, among
others.

BIG DATA - ARTIFICIAL INTELLIGENCE.

Å Great analytic leaders first identify important

sources of new value to customers and the

business, and then build the data and analytics

capability required to capture it.

Å Without this focus, there is a significant risk that

companies will waste valuable time and money.

Å Ultimately a great analytic capability will include the

algorithms to improve customer experience and

operations, data-driven decision-making embedded

in the day to day, and the assets, processes and

skills to support analytic enablement.

ANALYTIC



CYBER-SOCIAL-TECHNOLOGICAL-COGNITIVE FRAME 

The cyber-social-technological-cognitive approach is present today in very different ecosystems.


